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A tale of a tree



Let’s register an ostree system

We have a Fedora Silverblue system that should be enrolled into a FreeIPA domain

■ Installed using official Fedora Silverblue image

■ … then rebased to a custom image that has all required packages

■ We want to register it automatically

■ But do it manually first time

To the FreeIPA domain!



First attempt

■ Note 1

■ Note 2

■ Note 3

■ Note 4



A directory is not present

■ /var has special handling in ostree

■ /var was created by the original Silverblue installation without freeipa-client and 

dependent packages

■ FreeIPA needs to move to use tmpfiles.d to create own directories in /var

But it is in the package!



Fixing the directories for FreeIPA, we get next

■ Note 1

■ Note 2

■ Note 3

■ Note 4



Certmonger has the same problem

■ Same here: /var/lib/certmonger would need to be created if 

missing via tmpfiles.d



Now we are successful

■ Note 1

■ Note 2

■ Note 3

■ Note 4



Grafting the tree



Adjust FreeIPA to ostree realities

■ tmpfiles.d

■ Configuration generators vs reuse of pre-defined layers

■ Automated domain join

■ Security

■ Flatpaks and toolboxes

(not so) easy fruits



tmpfiles.d

■ FreeIPA client

⚬ Fixing /var/lib/ipa-client/sysrestore and /var/lib/certmonger is 
enough

■ FreeIPA server

⚬ A lot more work

Easy fruits



Configuration generators

■ FreeIPA client installer

⚬ Discovers deployment configuration (domain, Kerberos realm, 
CA chain trust, etc.)

⚬ Creates SSSD and Kerberos configuration

⚬ Changes system setup for PAM and nsswitch.conf via 
authselect

⚬ Enables various systemd services

Traditional way



Reuse of pre-defined layers

■ Custom image is anyway needed

⚬ Add required packages to enable enrollment/services

⚬ IPA deployment configuration can be distributed as an image 
layer (FROM … AS … statement in Containerfile)

■ Content of the layer can be verified for integrity at runtime

■ New tooling would be needed to generate content layer 
data out of existing IPA deployment

■ IPA client installer could detect the ostree-based environment and 
adjust itself automatically

Alternative approach



Better domain join 
experience



ostree image is accessible

■ “They all look the same”

■ Secrets and credentials

■ Integrity checks

■ Automation and validation

To attackers



Boxes, boxes, boxes

■ “They all look the same”

■ Secrets and credentials

■ Integrity checks

■ Automation and validation

factory-provisioned



Side-load

■ Ignition et al.

■ systemd-creds (https://systemd.io/CREDENTIALS/) and pass-in from 
the hypervisors or container managers

■ TPM or PKCS#11 tokens

credentials

https://systemd.io/CREDENTIALS/


But how to use 
them to enroll 
into FreeIPA?



Certificate-based enrollment
Bug #2075452 

https://bugzilla.redhat.com/show_bug.cgi?id=2075452


Kerberos PKINIT

■ Credentials for enrollment

⚬ Can be certificate and key files or PKCS#11 
(smartcard/HSM/TPM) tokens, even remotely forwarded with 
p11-kit proxy

■ Behind the scenes

⚬ Take care! Fraser Tweedale’s PKINIT talk at FOSDEM 2023: 
https://archive.fosdem.org/2023/schedule/event/security_kerbe
ros_pkinit/ 

■ Extensions

using certificates to authenticate to IPA server during install 

https://archive.fosdem.org/2023/schedule/event/security_kerberos_pkinit/
https://archive.fosdem.org/2023/schedule/event/security_kerberos_pkinit/
https://freeipa.readthedocs.io/en/latest/designs/client-install-pkinit.html


Podengo project

■ Domain and identity services for console.redhat.com

⚬ Currently deployed in staging

■ ipa-hcc

⚬ IPA server extensions

⚬ Client integration

https://github.com/podengo-project 

https://github.com/podengo-project


Client side integration

■ Register with RHSM/Insights

■ Self-register host to IPA

■ Use RHSM-provisioned 
certificate to enroll to IPA

Rather, subscription manager integration



Flatpaks and toolboxes



Roots, roots everywhere!

■ Enterprise requirements and government regulations

⚬ FIPS 140-3 enforcement

■ crypto-policy

⚬ System-wide cryptographical libraries’ defaults

⚬ Configuration assumes presence of certain libraries and plugins

■ Kerberos configuration

⚬ Plugins, libraries, configurations, and tools

System-wide security settings



Thank you!


